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Decision/action requested

Endorse the detailed proposal below.
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Rationale

3.1
Background

It is specified in section 4.12a.9 of TS 23.502 [1] that EAP re-authentication may be used for TNAP mobility in trusted access. This would enable UEs to move from one access point to another without performing a full primary authentication. 
Further, TS 23.502 [1] claims that:

To support EAP Re-authentication, the 5GC registration procedure specified in Figure 4.12a.2.2-1 shall be able to support the ERP implicit bootstrapping specified in RFC 6696 [59]. In particular, to support EAP Re-authentication, the 5GC registration procedure specified in Figure 4.12a.2.2-1 shall be extended as follows:

-
The TNGF shall implement the functionality as a local EAP Re-authentication (ER) server.

-
In step 6b, the N2 message sent from TNGF to AMF containing a NAS Registration Request shall also contain an ERP Request, which indicates that an EAP re-authentication root key (rRK) is needed. If necessary, the ERP Request may also contain a domain name, in which case, a domain-specific rook key (DSRK) is requested (see RFC 6696 [59]). In step 8a, the ERP Request is sent to the AUSF.

-
After the successful authentication in step 8b, the AUSF creates an EAP re-authentication root key (rRK) from the Extended Master Session Key (EMSK) by applying the procedures in RFC 5295 [60]. If a domain name was received in step 8a, then a DSRK is created instead.

-
In step 8c, the AUSF sends an ERP Response, which contains the created EAP re-authentication root key (e.g. rRK or DSRK) along with other information, such as the root key lifetime and an EMSKname, as specified in RFC 6696 [59]. The ERP Response is forwarded to TNGF in step 9a.

-
The TNGF applies the received EAP re-authentication root key to derive other EAP re-authentication keys, such as a re-authentication integrity key (rIK). These keys are stored in the TNGF and are used later when an EAP re-authentication procedure is initiated.

NOTE:
It is expected that SA WG3 will confirm the above steps and will define how the re-authentication root key (rRK) is created.

The above has the following consequences:

- 
According to ERP, the keys for re-authentication are established during the (primary) authentication performed using EAP. This means that only EAP-based methods will be supported for primary authentication in trusted access, ruling out 5G-AKA.
- 
The AUSF and the procedures for primary authentication using EAP-AKA' must support ERP

- 
The AMF must be EPR aware (must be able to forward ERP messages)
- 
The TNGF must be able to derive keys for TNAP mobility from a received EAP re-authentication root key, rRK.
The choice of ERP for mobility in trusted access is inherited from LTE. But there are some differences that makes ERP not suitable in 5G:

- 
In LTE, EAP-AKA or EAP-AKA' were always used for authentication of the UE in trusted access as specified in TS 23.402, [2].

- 
In 5G, however, UEs always authenticate with the AUSF using either 5G-AKA or EAP-AKA' enabled by the EAP-5G encapsulation.
3.2
ERP key hierarchy
ERP defines a key hierarchy in RFC 6696 [3] as described below. 

rRK

|

+--------+--------+

| | |

rIK rMSK1 ...rMSKn
where 

rRK is the re-authentication Root Key, derived from the EMSK (from the EAP authentication). 

rIK is the re-authentication Integrity Key, derived from the rRK. Used for the integrity protection of all messages between the peer and the ERP server. 

rMSK is re-authentication MSK, derived from the rRK. There are multiple keys of this type (rMSK1, …rMSKn). These keys are derived by the ERP server and the peer. 


3.3
Problems with applying ERP to the current solution for trusted access 
Current authentication procedures for trusted non-3GPP as specified in the living CR [6] does not have any support for the ERP extensions. As can be seen in Figure 2 (copied from the living CR [6]), one TNGF key is transferred from the AMF to the TNGF, but no ERP key (which would correspond to rRK). Further, only one TNAP key is derived from the TNGF key. 

[image: image1.emf]TNGF AMF AUSF

UE

7a. N2 msg 

(Identity Req./Res.)

4. L2 (EAP-Req/5G-Start)

5. L2 (EAP-Res/5G-NAS/

 AN- Params [S- NSSAI, SUCI or 5G- GUTI, ...],

NAS- PDU [Registration Request])

6b. N2 msg 

(Registration Request)

7b. L2 (EAP- Req/Res/5G-NAS/

NAS- PDU [Identity Req./Res.])

9a. N2 msg 

(SMC Request [EAP-Success])

9b. L2 (EAP-Req/5G-NAS/

NAS- PDU [SMC Request (EAP - Success)],

TNGF Address)

10c. L2 (EAP-Success)

9c. L2 (EAP-Res/5G-NAS/

NAS- PDU [SMC Complete])

TNAP

Trusted Non- 3GPP 

Access Network (TNAN)

L2: Ethernet, 802.3, 802.11, 

PPP, etc.

8a. AAA Key 

Request

(SUPI or SUCI)

8c. AAA Key

Response

(SEAF key,

EAP-Success)

11. Security establishment 

using a key derived from TNAP key

2. L2 (EAP- Req/Identity)

3. L2 (EAP- Res/Identity)

username@realm

AAA

6a. AMF Selection

8b. Authentication and Key Agreement

TNGF / 

TNAP keys 

created

(e.g. 4- way handshake for WLAN) 

12. Local IP configuration

1. L2 connection

9d. N2 msg 

(SMC Complete)

10a. N2 Initial Ctx Setup 

Request

(TNGF key)

14. N2 Initial Ctx Setup

Response

10b. AAA 

(TNAP key,

EAP-Success)

AAA interface

15b. [Over NWt- cp connection]

NAS Registration Accept

All subsequent NAS messages between UE & TNGF are carried over the NWt - cp connection (IPsec SA)

15a. N2 msg 

(NAS Registration Accept)

13a. IKE_INIT

13b. IKE_AUTH ( IDi, SA, TSi, TSr, AUTH )

13c. IKE_AUTH ( IDr, SA, TSi, TSr, AUTH )

16. [NAS over IPSec] PDU Session Est. Request

17a. IKE_Create_Child_SA_Request

(SA, PDU Session ID)

17b. IKE_Create_Child_SA_Response

18. PDU Session Est. Accept

19. [IP/ESP/GRE/PDU data]


Figure 1 Registration/Authentication and PDU Session establishment for trusted non-3GPP access
3.4
Potential solutions

3.4.1
Alternative #1

One option is to implement ERP as stated in TS 23.502, [1]. This has the consequence that we restrict the authentication method to be only EAP-based methods for trusted access.
This also implies that AUSF and AMF must support ERP and that the procedures for primary authentication using EAP-AKA' needs updating to support transport of the ERP root key (rRK). 
See an outline for a solution in Figure 2 with potential additions in red.
Note that the TNGF key is still needed since we use it to setup IPSec. 
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Figure 2 Minimal modifications to registration to support ERP
The key hierarchy for the ERP keys would correspond to the hierarchy provided in Figure 3.
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Figure 3 Keys derived from the rRK
Since the above implies a lot of new procedures, TNAP mobility using ERP could be optional to implement.

A consequence of this is that the key hierarchy for TNAP keys will look different depending on if ERP is supported or not. If ERP is supported, the TNAP key (as described in the flow in Figure 1) will be derived from the ERP key rRK (see Figure 2 and 3). If ERP is not supported, the TNAP keys will be derived from the 3GPP key KTNGF (see Figure 5).
3.4.2
Alternative #2

Another alternative is to design a 3GPP specific solution for TNAP mobility inspired by the mobility solutions for radio access nodes. 

The key KTNGF received during primary authentication can be used as an anchor key for mobility in a similar manner as the KAMF is used for radio access node mobility using vertical key derivation. Note that since there is no interface between TNAPs, there is no similarity to the horizontal key derivation case.

A proposal for how the key hierarchy can be made to reflect the needs is provided in Figure 4. Here, the key KTNAP_Root is used to generate keys for TNAP mobility in a similar way as the rRK key is used in ERP. The difference is that no extra key needs to be transferred from the AMF and no ERP requests needs to be sent. 
This allows for 5G-AKA to be used as authentication method. There is no impact on AMF and AUSF. 
When TNAP mobility is not active, only one TNAP key is needed. In that case, the key TNAP_Root can be used directly omitting the extra layer. Alternatively, the extra layer is used with only one TNAP key derived from the KTNAP_Root. 
The TNAP keys can be derived from the root key, using a sequence number and/or an identifier for the TNAP as input. 
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Figure 4 Proposed key hierarchy for a 3GPP specific mobility solution.
3.4.3
Alternative #3

Another option is to remove TNAP mobility using ERP, to minimise complexity of solutions. The cost of this would be that UEs need to perform a new registration when moving from one TNAP to another. This is also the case in untrusted non-3GPP access. 
The resulting key hierarchy for trusted non-3GPP access without mobility is illustrated in Figure 5. 
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Figure 5 Key hierarchy for trusted non-3GPP access without TNAP mobility
4
Detailed proposal

Since both alternatives #1 and #2 will cause complex solutions, it is proposed that TNAP mobility using ERP shall not be used in Rel-16. Instead, TNAP mobility must utilize the same method as untrusted non-3GPP access; by performing a new registration. 
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